Department of Defense (DoD) IT Policy Archive Repositories
(Referenced websites and documents are hyperlinked)

March 3, 2025

New

DoD alignment with requirements of OMB M-24-15 Implementation: Modernizing the Federal Risk and Authorization
Management Program (FedRAMP):

e DFARS PGI 239.76 — CLOUD COMPUTING

The DoD Issuances Website

The official DoD website for DoD issuances; this authoritative central website provides a searchable repository of all
publicly available DoD documents that establish and implement DoD policy. These documents are referred to as “DoD
issuances.” Issuance types include:

e DoD Directives
e DoD Instructions

e DoD Publications/Manuals
e Directive-Type Memorandums

DoD Chief Information Officer (CIO) Public Website

Provides information on the DoD CIO’s top priorities, strategies, policies, and other related content. Key documents are
available via the library.

DoD CIO Public Library Contents

DoD CIO Charter
= DoDD 5144.02 DoD Chief Information Officer (DoD CIO)

New Items
= DoD Cloud Security Playbook Volume 1
= DoD Cloud Security Playbook Volume 2

Business Case Analysis (BCA)
= DoD IT Business Case Analysis Template
= Use of Enterprise IT Standard BCA, DoD CIO Memo w/ Attachment

Cyber Workforce

= Cyber Apprenticeship Memo

= Cyber Workforce Strategy Implementation Plan

= DoDD 8140.01 - Cyberspace Workforce Management
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https://www.acq.osd.mil/dpap/dars/pgi/frameset.htm?dfarsno=239_76&pgino=PGI239_76&dfarsanchor=239.7602-2&pgianchor=239.7602-2
https://www.esd.whs.mil/DD/DoD-Issuances/
https://www.esd.whs.mil/Directives/issuances/dodd/
https://www.esd.whs.mil/Directives/issuances/dodi/
https://www.esd.whs.mil/Directives/issuances/dodm/
https://www.esd.whs.mil/DD/DoD-Issuances/DTM/
https://dodcio.defense.gov/Library/
https://dodcio.defense.gov/Library/
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/514402p.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CloudSecurityPlaybookVol1.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CloudSecurityPlaybookVol2.pdf
https://dodcio.defense.gov/Portals/0/Documents/BPSR/TEMPLATE%20-BCA.pdf?ver=2018-07-26-113256-063
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDCIO-BCA.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/USD-AS-DODCIO-Dual-Memo-ExpandingCybersecurityWorkforceByEliminatingEducationalBarriers-USA002144-22_2022114.pdf?ver=acMcyr2G9LvUbBzE59lUWg%3d%3d
https://dodcio.defense.gov/Portals/0/Documents/Library/CW-StrategyImplementationPlan.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDD-8140-01.pdf

= DoDI 8140.02 - Identification, Tracking, and Reporting of Cyberspace Workforce Requirements
= DoDM 8140.03 - Cyberspace Workforce Qualification & Management Program

Cybersecurity in the Adaptive Acquisition Framework

= Acquisition of Services Pathway Integration with the RMF

= Defense Business Systems Pathway Integration with RMF

= Major Capability Acquisition Pathway Integration with RMF

= Middle Tier of Acquisition Pathway Integration with RMF

= Software Acquisition Pathway Integration with RMF

= Transitioning from the Urgent Capability Acquisition Pathway to another Pathway Program of Record
= Urgent Capability Acquisition Pathway Integration with RMF

Defend Against Cyber Attack

= ATO 101 for Small Businesses

= Cybersecurity Reciprocity Playbook

= DoD CISO Special Session Town Hall (Feb 2022)

= DoD Cybersecurity Activities Performed for Cloud Service Offerings

= DoD Cybersecurity Reference Architecture

= DoDI 5205.13, Defense Industrial Base (DIB) Cyber Security/Information Assurance (CS/IA)
= DoDI 8310.01, Information Technology Standards in the DoD

= DoDI 8500.01, Cybersecurity

= DoDI 8510.01, Risk Management Framework (RMF) for DoD Systems

= DoDI 8530.01-M, “DoD Computer Network Defense Service Provider Certification and Accreditation
= DoDI 8540.01, Cross Domain (CD) Policy

= DoDI 8582.01, Security of Non-DoD Info Sys. Processing Unclass Non-Public DoD Information
= Memo: Continuous Authorization To Operate (cATO)

= Memo: FEDRAMP Equivalency for Cloud Service Providers

= Memo: Reciprocity

= Standards Guide for Foreign Partners

= Zero Trust Capabilities and Activities

= Zero Trust Capability Execution Roadmap

= Zero Trust Overlays

= Zero Trust PfMO Newsletter - Nov2024

= Zero Trust Strategy Placemats

Digital Capabilities Acquisition Guidance
= Reguirements for the Acquisition of Digital Capabilities Guidebook

Efficiently Using Cloud
Cloud Access
= DoD Cloud Native Access Point (CNAP) Reference Design (RD)
= Memo - DoD JWCC & Next Steps to Rationalize Cloud Use Across the DoD

Cloud Security
= DoD Cloud Security Playbook Overview
= DoD Cloud Security Playbook Volume 1
= DoD Cloud Security Playbook Volume 2
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https://dodcio.defense.gov/Portals/0/Documents/Library/DoDI-8140-02.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDM-8140-03.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/AoSPathwayIntegration-RMF.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DBSPathwayIntegration-RMF.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/MCAPathwayIntegration-RMF.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/MTAPathwayIntegration-RMF.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/SWAPathwayIntegration-RMF.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/TransitionUCA-Prog.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/UCAPathwayIntegration-RMF.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ATO-101SmBusinessInfo.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)%202024-01-02%20DoD%20Cybersecurity%20Reciprocity%20Playbook.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD%20CISO%20Special%20Session%20Town%20Hall%20(Feb%202022).pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/DoD%20CIO%20Signed%20Memo%20-%20DoD%20Cybersecurity%20Activities%20Performed%20for%20Cloud%20S.._.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CS-Ref-Architecture.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/520513p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/831001p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/850001_2014.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/851001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/853001p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/854001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/858201p.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/20220204-cATO-memo.PDF
https://dodcio.defense.gov/Portals/0/Documents/Library/FEDRAMP-EquivalencyCloudServiceProviders.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ResolvingRMF.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/StandardsGuideForeignPartners.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ZTCapabilitiesActivities.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ZTCapabilityExecutionRoadmap.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ZeroTrustOverlays.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ZT-NewsletterNov.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ZT-StrategyPlacemats.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/Requirements%20for%20the%20Acquisition%20of%20Digital%20Capabilities%20Guidebook.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CNAP_RefDesign_v1.0.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/NextStepRationalizeCloudUse.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CloudSecurityPlaybookOverview.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CloudSecurityPlaybookVol1.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CloudSecurityPlaybookVol2.pdf

FinOps
= DoD Cloud FinOps Strategy

Empower Mobile Data Access

= DoDD 8100.02, Use of Commercial Wireless Devices, Services, and Technologies in the Department of Defense
= DoDI 8420.01, Commercial Wireless Local-Area Network (WLAN) Devices, Systems, and Technologies

= DoD Unclassified Wireless Mobile Services and Devices Spiral 4

= Memo: Use of Non-Government Owned Mobile Devices

= Memo: Use of Text Messages on Mobile Devices and RM

= Memo: Use of Unclassified Mobile Applications in the DoD

= Securing Your Home Network

= Telework Do's & Don'ts

Identity, Credential, and Access Management (ICAM)

= DoD CIO ICAM Placemat

= DoD CIO Memorandum: DoD Mobile Public Key Infrastructure (PKI) Credentials

= DoD Enterprise Identity, Credential, and Access Management (ICAM) Reference Design

= DoDI 8520.02, Public Key Infrastructure (PKI) and Public Key (PK) Enabling

= DoDI 8520.03, Identity Authentication for Information Systems

= DoDI 8520.04, Access Management for DoD Information Systems

= |dentity, Credential, and Access Management (ICAM) Federation Framework

= |dentity, Credential, and Access Management (ICAM) Strategy

= Modernizing the Common Access Card - Streamlining Identity and Improving Operational Interoperability

Maximize Spectrum Access to Enhance Operational Effectiveness

= 2020 DoD EMS Superiority Strategy

= DoD Principles on Mission Effectiveness and Spectrum Efficiency with attachment

= DoDI 3222.03 Electromagnetic Environmental Effects (E3) Program

= DoDI 4650.01, Policy and Procedures for Management and Use of the Electromagnetic Spectrum
= DoDI 8320.05, Electromagnetic Sharing Data

= Enterprise Satellite Communications Management and Control Implementation Plan

Modern Software Practices

= DoD Software Modernization Strategy

= DoD Software Modernization Implementation Plan Summary for FY23-24
DevSecOps Document Set

= DoD Enterprise DevSecOps Fundamentals

= DevSecOps Fundamentals Guidebook: Activities & Tools

= DevSecOps Fundamentals Guidebook: Activities & Tools (xIsx)

= DevSecOps Playbook

DevSecOps Reference Designs

= DoD Enterprise DevSecOps Reference Design: CNCF Kubernetes

= DoD Enterprise DevSecOps Reference Design: CNCF Multi-Cluster Kubernetes
= DRAFT: DOD AWS Managed Service

= DRAFT: DOD Cloud laC + GitHub + Azure

= Pathway to Reference Design

Open Source Software

= Software Development and Open Source Software Memorandum
Continuous Authority to Operate
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https://dodcio.defense.gov/Portals/0/Documents/Library/DoDCloudFinOpsStrategy.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/810002p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/842001_dodi_2017.pdf?ver=2017-11-03-092912-313
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDCIOMemo-WirelessMobile-Spiral4.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/UseOfNon-GovernmentOwnedMobileDevices.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/Memo-UseOfTextMessagesOnMobileDevices-RM.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/Memo-UseOfUnclassMobileApps.pdf
https://media.defense.gov/2023/Feb/22/2003165170/-1/-1/0/CSI_BEST_PRACTICES_FOR_SECURING_YOUR_HOME_NETWORK.PDF
https://dodcio.defense.gov/Portals/0/Documents/Cyber/Telework_Dos_and_Donts.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/DoD_CIO_ICAM_Placemat.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/DoDCIOMem-MobilePKICredentials.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/DoD_Enterprise_ICAM_Reference_Design.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/852002p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/852003p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/852004p.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/ICAM-FederationFramework.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/ICAM_Strategy.pdf
https://dodcio.defense.gov/Portals/0/Documents/Cyber/modernizing_the_cac.pdf
https://dodcio.defense.gov/Portals/0/Documents/Spectrum/2020DoD-EMS-SuperiorityStrategy.pdf
https://dodcio.defense.gov/Portals/0/Documents/Spectrum/DoD%20CIO%20Memo%20DoD%20Principles%20on%20MESE%20w-attach.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/322203p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/465001p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/832005p.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ESC-MC-ImplementationPlan.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/SoftwareModStrat.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/SW-Mod-I-PlanExecutiveSummary.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD%20Enterprise%20DevSecOps%20Fundamentals%20v2.5.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DevSecOpsActivitesToolsGuidebookTables.pdf?ver=_Sylg1WJB9K0Jxb2XTvzDQ%3d%3d
https://dodcio.defense.gov/Portals/0/Documents/Library/DevSecOpsActivitesToolsGuidebookTables.xlsx
https://dodcio.defense.gov/Portals/0/Documents/Library/DevSecOps%20Playbook_DoD-CIO_20211019.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20-%20CNCF%20Kubernetes%20w-DD1910_cleared_20211022.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDReferenceDesign-CNCFMulti-ClusterKubernetes.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20-%20AWS%20Managed%20Services_DoD-CIO_20211019.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDRefDesignCloudGithub.pdf?ver=zXJ_uO5LfouVaysHo5Ejsw%3d%3d
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD%20Enterprise%20DevSecOps-Pathway%20to%20a%20Reference%20Design_DoD-CIO_20211018.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/SoftwareDev-OpenSource.pdf

= Memo: Continuous Authorization to Operate (cATO)
= DevSecOps Continuous Authorization to Operate (cATO) Evaluation Criteria
= DevSecOps Continuous Authorization Implementation Guide

Modernize the Networks

= DoDI 5000.82, Acquisition of Information Technology (IT)

= DoDD 8000.01, Management of the Department of Defense Information Enterprise

= DoDI 8010.01, Department of Defense Information Network (DODIN) Transport

= DoDI 8330.01, Interoperability of Information Technology (IT), Including National Security Systems
= DoDI 8410.01, Internet Domain Name and Internet Protocol Address Space Use and Approval

= DoDI 8551.01, Ports, Protocols, and Services Management (PPSM)

Share with Mission Partners
= DoDI 8110.01, Mission Partner Environment (MPE) Information Sharing Capability Implementation
= DoDI 8170.01, Online Information Management and Electronic Messaging

Other

= DoDI 5015.02 DoD Records Management Program

= DoDI 5400.16 DoD Privacy Impact Assessment (PIA) Guidance

= DoDI 8440.01 DoD Information Technology (IT) Service Management (ITSM)

= DoD Manual 8400.01 Accessibility of Information and Communications Technology (ICT)
= DoD Section 508 Policies and Guidance

= Web and Social Media Policies

e DIB CS Strategy
e DoD Architecture Framework

e DoD C3 Strategy

e DoD Private 5G Deployment Strategy

e DoD Cyber Workforce Strategy

e DoD Cybersecurity Reference Architecture
e DoD OCONUS Cloud Strategy

e DoD Privacy Impact Assessments (PIA)

e DoD Records Strategy

e DoD Software Modernization Strategy

e DoD Zero Trust Strategy

e DoD Zero Trust Reference Architecture

e Fulcrum: DoD IT Advancement Strategy
e |CT-SCRM Strategy

Related Strategies:

e DoD Al Strategy (Summary)
e DoD Cyber Strategy (Summary)
e DoD Data Strategy
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https://dodcio.defense.gov/Portals/0/Documents/Library/20220204-cATO-memo-Signed-Cleared.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/cATO-EvaluationCriteria.pdf?ver=A8tLIfPjmp3RpemU6JOhJw%3d%3d
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDCIO-ContinuousAuthorizationImplementationGuide.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/500082p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/800001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/801001p.pdf?ver=2018-09-10-082254-477
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/833001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/841001p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/855101p.pdf
http://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/811001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/817001p.pdf?ver=2019-05-24-092843-007
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/501502p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/540016p.pdf?ver=2019-08-12-133733-200
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/844001p.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/840001_dodm_2017.pdf?ver=2017-11-14-112348-293
https://dodcio.defense.gov/DoDSection508/Std_Stmt.aspx
https://dodcio.defense.gov/DoD-Web-Policy/
https://dodcio.defense.gov/Portals/0/Documents/Library/DIB-CS-Strategy.pdf
https://dodcio.defense.gov/Library/DoD-Architecture-Framework/
https://dodcio.defense.gov/Portals/0/Documents/DoD-C3-Strategy.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/Private5GDeploymentStrategy_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CWF-Strategy.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/CS-Ref-Architecture.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-OCONUSCloudStrategy.pdf
https://dodcio.defense.gov/In-the-News/Privacy-Impact-Assessments/
https://dodcio.defense.gov/Portals/0/Documents/Library/DoDRecordsStrategy.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/SoftwareModStrat.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/FulcrumAdvStrat.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ICT-ServicesSupplyChain-RMA.pdf
https://media.defense.gov/2019/Feb/12/2002088963/-1/-1/1/SUMMARY-OF-DOD-AI-STRATEGY.PDF
https://dodcio.defense.gov/Portals/0/Documents/Library/CyberStrategy2018.pdf
https://media.defense.gov/2020/Oct/08/2002514180/-1/-1/0/DOD-DATA-STRATEGY.PDF

